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IDENTITY
THEFT

TYPES OF IDENTITY THEFT

* APPLICATION FRAUD: Using your Social Security Number or
other personal information, an ID thief will open new credit
accounts in your name.

* ACCOUNT TAKEOVER: Your existing account number and/or
credit card are used to buy products or services.

¢ CRIMINAL IDENTITY FRAUD: Your identity can be taken to
commit crimes, enter countries, or commit acts of terrorism.

HOW IT IS DONE

* They will get a credit report by posing as someone authorized
to do so, like an employer or landlord.

¢ An Identity Thief will steal your wallet and/or mail that contains
information about you, your credit and personal finances.

* They will get personal information about you from the internet
and/or try to scam you via e-mail.

COMPUTER SAFETY

* Password-protect files that contain sensitive personal information.

* Install a virus protection program.

* Make sure you have a firewall installed on your
computer to prevent hackers from accessing
vital information on your hard drive.

« Before recycling your old computer,
make sure you run a hard drive “wipe.” This
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removes all data from your computer.

PROTECT & MONITOR YOUR MAILBOX

¢ Remove mail from your mailbox as soon as possible.

w7y * Prevent Mail Theft: Install locks on your
mailbox.

« When sending any sensitive information via
mail, deposit it at your local post office.

* Deliver your mail to a secure PO box.

CREDIT CARDS

« Write “SEE ID” in large letters on the back of your credit card
where the signature line is.

* Use as few credit cards as possible
and monitor them frequently for
fraudulent activity.

* Put your receipts in your wallet or
pocket—do not leave them in the
shopping bag.

* Keep your credit card in sight at all times.

YOUR GARBAGE SAYS A LOT ABOUT YOU

* Prior to throwing away documents that have sensitive
personal information, shred them using a cross-cut shredder

¢ Cut up and make unrecognizable numbersonold .
credit & bank cards, etc., before throwing -
them away.

« Junk mail may have identifying information in it.
Remove all sensitive information before throwing
it away.

YOUR SOCIAL SECURITY NUMBER

« If a business or individual asks for your Social Security Number,
ask to use a different number instead.

« Carefully review your Social Security Personal Earnings and
Benefits Estimate Statement each year and check that it is
accurate and there is no fraud.

* Don't use your Social Security Number (SSN) on job applications.
When needed, use it at the interview.

PERSONAL AND BUSINESS CHECKS

« Don't put your SSN, credit card account number or phone
number on your checks.

« Use a permanent, fine tip pen or marker
when writing checks.

* If you order new checks, have them
sent to you at your local bank branch, not
your home. You can pick them up at your bank
after showing proper ID.

MONTHLY STATEMENTS

¢ Carefully review all statements from your bank,
L credit card, home and cell phone every month.
& « If you receive your statement late or not at all,
call to find out what happened. It may have
‘ been stolen or sent to another address.
* Report any mistakes, discrepancies or
fraud immediately.

WATCH YOUR WALLET

« Don't keep bank account numbers, passwords or
PINs in your wallet or purse.

* Don't have your social security card, birth certificate, passport
or extra credit cards in your purse or wallet.

* Don't take out your wallet 'til you need it. Never leave your
wallet or purse unattended.

MARKETING LISTS

* To remove yourself from these lists, write to: Equifax, Inc.,
Experian and TransUnion (addresses on back).
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UNWANTED SOLICITATIONS

« If you get called at home by a solicitor, never
give out any personal information.

« Have your name removed from the phone book
and/or reverse directories.

"  Register at the FTC Do Not Call Registry at

(1-888) 382-1222 or www.donotcall.gov.

MEDICAL & FINANCIAL RECORDS

 Ask doctors' offices, financial institutions, etc., what
they do with your information, and make sure they
keep it in a secure place.

* Keep all your medical, financial and sensitive personal
information in a secure place at home, such as a safe.

ATMs, PASSWORDS & PINs

i ¢ Use Alpha-Numeric Passwords.

¢ Memorize all passwords and PINs—do not write
them down or keep them with you.

¢ Don't use the same password and/or PIN for
all your accounts.

* Try not to use private or odd-looking ATMs—they may have been
manipulated to steal the data from your card.

CREDIT REPORTS

¢ Order your credit reports twice a year.

¢ Make sure ALL information is correct.

* Review your reports carefully looking for accounts
you didn't open, unexplained debts, or inquiries
you did not initiate.

« If you see anything fraudulent or suspicious,
notify the credit bureau.

FOR EMERGENCIES
DIAL:

911




RECOVER FROM

IDENTITY THEFT

What to do if you become

a victim of Identity Theft

If you are a victim of identity theft, the FTC recommends you
take the following steps as soon as possible, and keep a record
with the details of your conversations and copies of all cor-
respondence.

Place a “fraud alert” on your credit reports.
Contact the three major credit bureaus to
report the fraud and get free credit reports:

EQUIFAX - 1-800-525-6285 » www.equifax.com
P.O. Box 740241 — Atlanta, GA 30374-0241

EXPERIAN - 1-888-EXPERIAN (397-3742)
WWW.experian.com
P.O. Box 9532 — Allen, TX 75013

TRANSUNION - 1-800-680-7289
WWW.transunion.com

Fraud Victim Assistance Division

P.O. Box 6790 — Fullerton, CA 92834-6790

File a report with your local police department
and/or with the police where the identity theft
took place.

Close all accounts that have been tampered
with or fraudulently opened. If you close
existing accounts, then open new ones; change
your passwords and/or PING.

If checks have been stolen or used improperly,
close the account and tell your bank to notify the
appropriate check verification service.

To find out if the thief has been passing bad
checks in your name call SCAN (1-800) 262-7771.

File a complaint with the FTC. Call the FTC's
Identity Theft Hotline at (1-877) 438-4338. Also
visit www.consumer.gov/idtheft and/or write the
Identity Theft Clearinghouse — Federal Trade
Commission, 600 Pennsylvania Ave. NW,
Washington, DC 20580.

IMPORTANT TELEPHONE NUMBERS

Emergency Phone Numbers

Dial 911

Police Division: (973) 376-0400
Fire Division: (973) 376-7670

First Aid Squad: (973) 376-0400
Poison Control: 1-800-222-1222

Non-Emergency Phone Numbers

Town Hall
(973) 912-2200

Court —Traffic Tickets, Violations
(973) 912-2213

Building — Construction Permits
(973) 912-2220

Engineering
(973) 912-2219

Public Works/Recycling
(973) 912-8483

Recreation/Senior Citizens (Sarah
Bailey Civic Center)
(973) 912-2227

Board of Health
(908) 789-4070

Public Schools
(973) 376-1025

F POLICE J
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POLICE DIVISION

100 Mountain Ave
Springfield, NJ 07081
Phone: 973-376-0400

CRIME TIPS: 973-912-CARE (2273)

COMPLIMENTS OF
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LOCAL #76
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